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The Need for New HW/SW Contracts




Instruction Set Architectures - A Broken Abstraction

Impossible 10 program securely

about side channels

&y @ .
Admit insecure microarchitectures . §$

Instruction Set Architecture % 0 guaraniaes




Are these programs vulnerable to timing attacks?

1T (secret)
walt 1 second

else
walt 100 seconds
return 42

Yes, on any microarchitecture.



Are these programs vulnerable to timing attacks?

return 1nput * secret

't depenas.

Does multiplication have
data-dependent timing™




Are these programs vulnerable to timing attacks?

1f (secret)
return 42
else
return 23

't dependas.

Yes on most pipelined processors.



Are these programs vulnerable to timing attacks?

nirvana = Mem|[secret]
return Mem[42]

't dependas.

Yes on processors with a cache.



Are these programs vulnerable to timing attacks?

assert(x > A.si1ze)
1f (X < A.si1ze)

| eaks value of Alx| via cache
on Intel/AMD processors 2010-2018.




Leakage Contracts

Enable secure programming:
constant-time cryptograpnhic code .
sandboxing untrusted code .

HW/SW Leakage Contract |y S2Puresie

channel leakage

Admit secure microarchitectures



Contract Verification and Synthesis

Enable secure programming:
constant-time cryptograpnic code
sandboxing untrusted code

HW/SW Leakage Contract

Capture side-
channel leakage
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Our work in this context

Guarnieri, Kopf, Reineke, and Vila
Hardware-Software Contracts for Secure Speculation S&P 2021

Wang, Mohr, Gleissenthall, Reineke, Guarnier
Specification and Verification of Side-channel Security for
Open-source Processors via Leakage Contracts CCS 2023

Mohr, Guarnieri, Reineke
Synthesizing Hardware-Software Leakage Contracts for RISC-V
Open-Source Processors DATE 2024

Wang, Mohr, Gleissenthall, Reineke, Guarnier
Synthesis of Sound and Precise Leakage Contracts for Open-
Source RISC-V Processors CCS 2025
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Outline

1. Contracts and Contract Templates
2. Verification

3. Synthesis



Outline

1. Contracts and Contract Templates



Contracts

Contracts specity which program executions
a side-channel aaversary cannot distinguish

Contract Captures how

7 program is executed

Observations hatlears
T about an execution




An Example Contract

Composition of

Contract Atoms

‘For every multiplication the second operand \eaksﬁandI

for every memory access|the memory address|leaks.”

Condition on | eakage of Part

|ISA State of ISA State
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An Example Contract

"For every multiplication the second operand leaks and
for every memory access the memory address leaks.”

return input * secret vulnerable

return secret * 1nput not vulnerable

1f (secret)
return 42
else
return 23

nirvana = Mem[secret] vulnerable
return Mem[42]

not vulnerable
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Contract Atoms -
What could possibly leak (non-speculatively)?

ﬁmullqha@, to, t1| 20 — t0 * t1 | eakage sources:

e [Nstruction type

Instructic Register names e Register names
and values

e Register values
e Immediate values

e Memory addresses
Memory addresses e Memory values

al —« mem[t2 + (-4)]

and values
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Contract Atoms -

What could possibly leak (non-speculatively)?

Contract Atom &

Condition based on Applicable
Instruction Type | eakage Sources

— Several hundred contract atoms for RISC-V [+M

, —
,, Contract \SA mode\ + subset of contract atoms
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Contract Satisfaction

Adv(HVV(

31, M)) 7 AdV(

Adversary

distinguishable

Cycle-accurate
processor model

Adversary model

_|_

W(

2o, o)) == ODS(ISA(

—or any pair of programs and inputs (P+, 1) and (Pz, l2):

21, 1)) = Obs(ISA(

Contract
distinguishable

_|_

ISA model

Contract atoms

22, l2))
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Contract Satisfaction

—Or any pair of programs and inputs (P4, 1) and (

Obs(ISAP1, 11)) = Obs(ISAP2, I2)) = Adv(HW(

Contract

INndistinguishable

)

o, lo):

P10 14) = Adv(HW(

Adversary

indistinguishable

22, I2))
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Outline

2. Verification



Contracts for Real-world ISAs + CPUs

m

Microarchitecture

RTL designs
+ Adversary model

Open-source
RISC-V cores

Automatic proof

SMT solvers
+ |nvariant

inference

Contract

ISA spec.
+ Contract atoms

Separate functional

and security concerns




Bounded Verification: 4-way Product Circuit

Contract

Satisfaction: |5 P, )=

ISA1

—or any palr of programs and INputs (

31, H) anad (

2o o)

2o, o)




Unbounded Verification: Product Circuit + Induction

~

——p [SA1
N

J

— |SAL

Relational
Inductive Works on small cores, e.g. the Scalability limited due to
Invariant 2-stage RISC-V Sodor 4-way product circuit

... synthesized using Houdini algorithm

(Flanagan+Leino: Houdini, an Annotation Assistant for ESC/Java, Formal Methods Europe 2001)



Key Insignht:
Decoupling Functional and Security Concerns

ISA Satisfaction <«— Functional correctness

4+ Eeakaaa Satistactign = Securt/uprlionalsnd

security correctness

—



ISA Satisfaction

ISAo - ISA1 -> ISA2—> ISA3—>

‘:2 \/“"4 \/‘94.. 4.
HWO _>_»_’HW|1 _’ HW|2 _>_’HW|3 _> -
v v v

The ISA trace is embedded in the HW trace.
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From Contract to Leakage Satisfaction

Contract Satisfaction
Obs(ISAP1, 11)) = Obs(ISA(P2, l2)) = Adv(HW(P+, 1)) = Adv(HW(Po2, |2))

Leakage Satisfaction
Obs(HWK(P1, 11)) = Obs(HWK(P2, 12)) = Adv(HW(P1, |1)) = Adv(HW(P2, I2))

Decoupling Theorem
* ISA Satisfaction —
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Verifying Leakage Satisfaction

Leakage Satisfaction
Obs(HW(P1, 11)) = Obs(HWH(

25 |o)) = Adv(HW/(

21, 14) = Adv(HW(

22, I2))

Can be checked with 2-way product circuit + Induction

Verified DarkRISCV, Sodor, |bex
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Evaluation

Adversary opserves when instructions retire

Strongest Verification time
Processor S,

contract (in minutes)
DarkRISCV-2 I 7.2 Allgned: 3 cycles
DarkRISCV-3 I 111 \|galioned A murlea
Sodor-2 I+B 5/.8 Cache hit vs miss
Ibex-small  T1+B+Og+A 3472

— Scalability:

[bex-cache _ 1+B+0¢+M Modular verification?
Ibex-mult-div I[+B+04+0Op+A 1291.9 ool '
I program counter and instruction M: memory LQVQVZ..(\?PV@EM) cyoles

B: outcome of branches Ogq: divisor is/isn’t O

A: word-alignment of memory addresses Om: operands of multiplications
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Outline

3. Synthesis



Our work in this context

Guarnieri, Kopf, Reineke, and Vila
Hardware-Software Contracts for Secure Speculation S&P 2021

Wang, Mohr, Gleissenthall, Reineke, Guarnier

Specification and Verification of Side-channel Security for Open-
source Processors via Leakage Contracts CCS 2023

Mohr, Guarnieri, Reineke

Synthesizing Hardware-Software Leakage Contracts for RISC-V
Open-Source Processors DATE 2024

Wang, Mohr, Gleissenthall, Reineke, Guarnier

Synthesis of Sound and Precise Leakage Contracts for Open-
Source RISC-V Processors CCS 2025
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Contract Synthesis: Goals

-Or a given processor, find contract from template s.t.;

1. Processor satisfies contract
—or any pair of programs and inputs (P4, 1) and (Pz, l2):

21, 1) A .(32, o) —> (P, 14)#

me

As few programs and inputs (P+, 11) and (P2, l2) as possible s.t.:

—E <—)1, M)# éj( ‘2 N\ . 31, |1>: .(DZ, ‘2)
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Contract Synthesis: Methodology (1/2)

Jse test cases as proxy for contract satisfaction

ri Adversary distinguishability
?

P, 1)+ B, 1)
Testlcase: \ / o . o

Dair (P | | | D ‘
R Simulation \ -Or each atom X
| / Atom distinguishapllity

?
21, ) F (=P, o)

Contract template
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Contract Synthesis: Methodology (2/2)

/

(9

Refinement

of lemplate

7
N

9
.(Pw, |1)§.'é .(Pz, o)

For each atom X:

~ 2 —
@(th)# —| (P

N Integer

Llnear Program

—alse-positive test cases
Responsiple Atoms

‘%
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Experimental Evaluation

Implemented using lcarus Verilog, Google O

Ibex Core
Register File %
Instructio Fetch Decode and Execute/| || Writeback
_ I i
2 (g p Controller ¢ ] o
SEl ............................ % A A g._
3 % : . 3
3 CSRs )%\ L >
4 > <
S (L . - AD—‘ 5
=1 2
@ | P o
3 | : Sa% - 8
§ Compressed In\;-tjction HL§\U
Decoder l _g—
ffffff ] c
@IowRISC " Optional feature gPMP%heck;

‘Ibex is a production-quality open-

source 32-bit

SISC-V G

U core’

3-Tools, and RISC-V Formal Interface

“CVAG is

SISC-V G

al”

Pl

Ca

plication-class o-stage

pable of booting Linux’
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Performance on lbex - Sensitivity

True Positives

Sensitivity = ——
True Positives + False Negatives
1 = FJM,
0.75
0.5 i
0.25 | :
V r 10 10 1000 10000

Sensitivity w.r.t, a set of 2,000,000 test cases

100,000

Final sensitivity:

99.94%

SBMC to detect leaks
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Performance on lbex - Precision

True Positives

Precision = —_—
True Positives + False Positives
1
0.8
0.6 -
0.4
M Final precision:
0.2 ~ g 18.95%
% 25.000 50,000 75.000 100,000

Precision w.rt, a set of 2,000,000 test cases




Refining Contract Template - Ibex Memory Interface

11 a0, Ox106 ald — 0x100 11 a0, Ox102 al — 0x102
lw al, 0(a0) al — mem[a0®] lw al, 0(a0) al — mem[a0®]
Program “rogram 2

Address Is not aligned

Refinement of template to capture:
® alignment of accesses
® pranch outcomes @

® (data depenaencies
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Refined Contract Template - Precision

o True Positives
Precision =

True Positives + False Positives

0.8 Final precision:
72.11%

0.6 i

- capture MUL/DN
value leakage
- 99.9% precision

02 B —

0 25,000 ‘ 50,000 75,000 100,000
Precision w.rt, a set of 2,000,000 test cases
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Contract Synthesis: Challenges

FUzziNg: .
New test cases? | L e 0 # We b

'Simuation K Y nteger
N menagi R P Lincar Program
—A = Q((P1 |1)?5Q((P1 1) / \

Refinement
of Template

e

—alse-positive test cases
+ Responsible Atoms

CCS 2025: Verification:

Synthesis:

(Generate new atoms?

Sound contract?



Open Challenges

Contract-aware
Enable secure programming: secure compilation?

nstant-tim |
CONSIA J[,J[ < cryptographwc coae Scalable contract-aware
SaﬂdbOX\ﬂg UHJ[I”USJ[@d COde Static ana/ys/s?

H/ La kaeCOntr ct Richer contract notions?

OS isolation guarantees?

A d . i Scalable contract
mit Ssecure verification + synthesis?

microarchitectures

Contract-aware
microarchitecture design?
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