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High-level language
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Instruction set architecture (ISA)

Can implement arbitrary insecure  
optimizations as long as  
ISA is implemented correctly

No guarantees  
about side channels

Impossible to program securely 
  cryptographic algorithms? 
  sandboxing untrusted code?
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Leakage satisfaction 
For all programs  and states , :  

      if     
then    

  + Observations determine the timing of instruction retirement.

p σ σ′ 

Obs(μArch)(p, σ) = Obs(μArch)(p, σ′ )
Atk(μArch)(p, σ) = Atk(μArch)(p, σ′ )

Can be checked with 2-way product circuit.

Verified DarkRISCV leakage Proof relies on "pipeline invariants"
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