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Exploits speculative execution to
leak sensitive information

—

4y

Almost all modern processors
are affected
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Countermeasures

Software-level countermeasures

v Example: insert “fences” to selectively terminate speculative execution
v Implemented in major compilers (Microsoft Visual C++, Intel ICC, Clang)

Hardware-level countermeasures

v Disabling speculation
v Delaying speculative loads
v Taint tracking of speculative data: STT & NDA

T ———————————————
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(Goals

1. Capture hardware-level countermeasures in
a unifying framework

2. Introduce hardware-software contracts
to capture their security guarantees

3. Requirements for secure programming based
on hardware-software contracts
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Outline

1. Speculative Execution Attacks
2. Hardware-level Countermeasures
3. Hardware-Software Contracts

4. Requirements for Secure Programming



1. Speculative Execution Attacks



Microarchitecture
101

Cache

Fast but small memory

storing

recently accessed data

Die shot of AMD “Barcelona" Quad Core CPU
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Background: Caches




Background: Assembly language

1 (x <
y = B]

A size)
Alx]]

c «<— x < A size
begz ¢, END
L1: load t, A + X
load vy, B + t

END :

JASSEMDIY = our "toy assemply language
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Background: Speculative execution

e Predict Instructions’ outcomes and speculatively continue execution

e Rollback changes it speculation was wrong

\

Only architectural (ISA, “logical”) state,
not microarchitectural state

11



Background: Branch prediction

L))

P

Size of array A

c «— X < A 51z_
beqz c, END @

Predictions based on

branch history &
program structure




Background: Reorder buffer

e Key hardware data structure for .
, | | c ¢« X < A size
out-of-order and speculative execution beqz ¢, END
L1l: load t, A + X
e Keeps track of “in-flight instructions” load y, B + t
END :
o[ '
XA D|6 | Speculative
Entry Instruction Control Dep. Instruction  Entry Instruction Control Dep.
0: c «— x < A size - ~etch 0: c <« x < A size
1: beqgz ¢, END - 1: beqgz ¢, END
2. - ) 2: load t, A + X 2

3: - } 3: -

13



Background: Reorder buffer

e Key hardware data structure for .
_ | | c ¢« X < A size
out-of-order ana speculative execution beqgz ¢, END
Ll1: load t, A + X
o Keeps track of “in-flight instructions” load y, B + t
END :
o[ '
XA D|6 | Speculative
Entry Instruction Control Dep. Instruction  Entry Instruction Control Dep.
0: c «— x < A size - ~etch 0: c <« x < A size
1: begz ¢, END - 1: begz ¢, END
2: load t, A + X 2 2: load t, A + X 2

3. - - 3: load y, B + t 2
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Background: Reorder buffer

e Key hardware data structure for |
_ | | c ¢« X < A size
out-or-order and speculative execution beqz ¢, END
Ll: load t, A + X
e Keeps track of “in-flight instructions’ load y, B + t
END :
® -xample:
Entry Instruction Control Dep. —valuate Entry Instruction Control Dep.

X < A_size

0: c<—x<A_size O: ¢ «— 0O

1: beqgz ¢, END 1: Dbeqgz 0, END
2: load t, A + X 2 2: load t, A + X 2

3: load y, B + t 2 3;: load y, B + t 2

15



Background: Reorder buffer

e Key hardware data structure for e < sige

out-of-order and speculative execution beqgz c, END
L1l: load t, A + X
e Keeps track of “in-flight instructions” load y, B + t
END :
® —xample:
Entry Instruction Control Dep. Rollback Entry Instruction Control Dep.
MIS-speculation
0: c «<— O - 0: c <« O
1: Dbegz 0, END - 1: Dbeqgz 0, END
2: load t, A + X 2 2. -

3: load y, B + t 2 3.

16



Background: Reorder buffer

e Key hardware data structure for e < sige

out-of-order and speculative execution beqgz c, END
Ll: load t, A + X
e Keeps track of “in-flight instructions” load y, B + t
END :
® -xample;
Entry Instruction Control Dep. Entry Instruction Control Dep.
0: c «— 0 i Retire 0: beqz 0, END
1: begz 0, END - 1: -
2: load t, A + X 2 2. -

3: load y, B + t 2 3.

17



Spectre V1

A_si ze=106

R - | C10 CTEN I What is in A[128]7
volid f(ll’lt X): -_— S ——————

| Cc «— X < A_size

begz ¢, END
L1l: load t, A
load vy, B +

1a) Training

END:

Cache state

18




Spectre V1

A size=16

Biproysii]  |siari2s)y] Whatisina[128]7

vold f£(int x): "
' c «— x < A size
% beqgz c, END
L1: load t, A

load y, B +

Address
dependson [ e .
A[128]
; )

Persistent beyond
rollback 1508

Cache state

X
t ‘
END.‘ ———_J

1a) Training

1b) Prepare cache (“Prime”)
—

2) Run £ (128)

3) Extract from cache (“Probe”)



2. Hardware-level Countermeasures




A parametric speculative, out-of-order processor

® Hardware-level countermeasures restrict speculative execution
® |[ntended to work for arbitrary

e (compliant) scheduler
® memory hierarchy
® pranch predictor

We introduce a processor model that is parametric in
# e scheduler
® caches

® pbranch predictor

21



A parametric speculative, out-of-order processor
... formalized as binary relation on hardware states

(m,a,buf,cs,bp,sc)

memory

reqisters reorder cache branch scheduler
J buffer oredictor

22



A parametric speculative, out-of-order processor
... formalized as binary relation on hardware states

~_directive from scheduler,
12~  fetch, execute i, retire

(m,a,buf ,cs,bp)*(m . buf.cs',bp')
d = next(sc) sc’ = update(sc,buf"|)

(m,a,buf ,cs,bp,sc)—(m',d’ ,buf",cs',bp’,sc’)

oredecessor SUCCESSOr
state state

23



Rules capture effect of directives

Example: Fetch
reorder puffer branch predictor

applying reorder buffer s not full says | is next
to register state

FETCH-BRANCH-HIT
a = apl(buf ,a) buf| < a (pe) # L
p(d'(pe)) =beqz x,/ ¢" = predict(bp,a (pc))

access(cs,a (pe)) = Hit update(cs,a (pe)) = cs’

> fetch <

(m,a,buf ,cs,bp m,a,buf -pc <+ ' @a'(pe),cs’, bp)

instruction is a updating

branch adad change of pc cache state
tO reorder bufter

24



Rules capture effect of directive

result of Instruction at head of
reorder buffer I1s resolved

RETIRE-ASSIGNMENT
buf =x < v@e - buf’ v € Vals

retire
) —{

(m,a,buf,cs,bp m,a[x — v|,buf’,cs,bp)

apply change to registers
and remove entry from reorder buffer

25



Capturing countermeasures

® Countermeasures restrict freedom of scheduler

® Defined for arbitrary cache and branch predictor

We consider three approaches:
1. Disabling speculation
2. Delaying speculative loads

3. laint tracking of speculative values

—

26



Disabling speculative execution

Constrain scheduler to
1. fetch
2. execute 1
3. retire
4. goto 1.

e Obviously eliminates all speculative-execution attacks.
e Really slow.

—

27



Delaying speculative loads (Sakalis et al., ISCA 2019)

STEP-OTHERS
(m,a,buf, cs,bp}é(m’,a’,buf’,cs’,bp’)
d = next(sc) sc¢' = update(sc,buf’])
d € {fetch,retire} \V (d = execute i A buf|; # load x,e)

Non-loads can be
executed arbitrarily.

<m7a7buf7 CS7bp,SC>:>loadDe]ay<m,,al7buf/,CS,,bp/7SC/> ———————————————————————————————

STEP-EAGER-DELAY
(m,a,buf, cs,bp)él;(m',a’,buf',cs’,bp’)
d = next(sc) sc¢' = update(sc,buf’|) d = execute i
buf|; =load x,e Vpe < L@/ € buf]0..i—1]. ¢ :9

(m,a,buf ,cs,bp,sc)=1paapelay (M’ ,d’,buf’ cs’ . bp', sc’)

Loads are only
executed non-
speculatively.

—

Question: Does this eliminate all speculative-execution attacks”?

28



Delaying speculative loads (Sakalis et al., ISCA 2019)
Spectre vl Example

c «— X < A size
beqz c, END

L1: load t, A X
load vy, B t

Will only be performed
non-speculatively.

— Problem solved.

END :
__ ) 4

29



Delaying speculative loads (Sakalis et al., ISCA 2019)
Variant of Spectre vl Example
t = A|lx]

. (X < A slze) =
1t (B[t])

c «<— x < A size
load t, A + x

begz ¢, END
L1: begz t, L2
END :

Unlike entirely non-
speculative execution,

leaks whether A|x] is O!

—

Question: How to capture its security guarantees”?

—
30



Taint-tracking speculative values
(STT, Yu et al., MICRO 2019, NDA, Weisse et al. MICRO 2019)

e Allow speculative loads, but make sure the loaded values do not leak
e Difference:
e ST I: Prevent any “transmit” instruction on data derived from speculative loads

e NDD: Prevent any propagation of speculatively loaded data
(Mmore conservative than STT)

31



Taint-tracking speculative values
(STT, Yu et al., MICRO 2019, NDA, Weisse et al. MICRO 2019)

STEP Hiding data that should
d = next(sc) buf ;, = unlbl(buf ,d) - ot leak

<m7 a, buful , CS, bp> :d> <m’, Cl/, buf;l | CS/’ bp/> S —
sc' = update(sc,buf'|)  buf" = Ibl(buf;,buf ,d)

m,a,buf,cs,bp,sc)=(m',a' buf’,cs’ ,bp’,sc’
(m, a, br

“Richer” reorder buffer
state captures “taint”

Allows for more speculative and out-of-order execution.
But how secure is it”?

32



Taint-tracking speculative values
(STT, Yu et al., MICRO 2019, NDA, Weisse et al. MICRO 2019)

t_:: Alx] _ ‘semantically equivalent”
Lt {x < A _size) to Spectre v1 example
y = B[t]

Potentially
out-of-array-bounds

—

W load t, A + X

c «— x < A size
begz ¢, END

L1l: load y, B + t

END :

L eaks Alx]| under
both STT and NDA

—

33



3. Hardware-Software Contracts




Hardware-software contracts

Goals:
e (Capture security guarantees in a simple, mechanism-independent manner
e Carve out differences between existing countermeasures

® Serve as a basis for secure programming

35



Meaning of contracts

Definition 1 ({-}F|-|). A hardware semantics {-| satis-
fies a contract |-| if, for all programs p and all initial

arch. states ¢,0’, if [[p|(co)=p|(c’), then {p|} (o) p[}((f’ ).

Contract assigns
sequences of observations
to archltectura\ states

States o, 0’ are HW-

States o, ¢’ are contract- _’ ‘
IﬂdlS’[Iﬂgmshab\e J iiﬂdis’[inggi J

= ———




Structure of contracts

Contract =
Execution Mode - Observr Mode

“What is visible about the

‘How are programs executed” o
execution?



Two execution modes

Sequential (seq) = non-speculative execution

Speculative (spec) = each branch is mispredicted and
speculatively executed

38



Observer modes

Program counter (pc) — observer can see addresses of
* Instruction tetches

—

Constant time (ct) = observer can see addresses of
" » loads

* STOres

* Instruction fetches

39



A Lattice of Contracts

REE —
arch
‘Leaks all data
accessed Non-
speculatively”
Spec —

llarch

40

“| eaks
addresses of
~  NON-SPEC.
_T8€q-Spec loads/stores/
ct-pc - |
INStruction
A fetches”
_TSpec
ct




Security Guarantees

T Tse _ dicahl '
[-] th { : }seq_ disabling speculation
75€q / T
arch
_Tseq-spec
det-pc { ' }loadDelay = delaying
A speculative loads
nSpec

Lpee—— 75 70 - |} =taint tracking

llarch

41



4. Requirements for Secure Programming




What is secure programming??

Definition 3 (p - NI(x,| -||)). Program p is non-interferent
w.r.t. contract | - | and policy m if for all initial arch.
states 0,0": 0 ~; 6’ = |p|(c) = [p|(a’).

“States agree on "Executions are
public data” iNndistinguishable

under contract”

Proposition 2. If p-NI(x, |-|) and |- |-/, then pt NI(1, {-}).

43



What is secure programming?
Two variants

‘Sandboxing” ‘Constant-time programming”
e.g. Javascript In the browser e.g. cryptographic code

44



Sandboxing

“Traditional” sandboxing mechanisms ensure that malicious code
may Not access secret data non-speculatively.

Appropriate eq
bounds check ENsures non-interterence w.r.t. ﬂ'ﬂmh .

HVV-level countermeasures
are adequate for sandboxing.

45



Constant-time programming

“Traditional” constant-time programming ensures non-
: SC
interference w.r.t. [ -] "

HVV-level countermeasures are not fully adequate for
traditional constant-time programming.

» Need to apply additional SW-level countermeasures.

46



FINd out more In the paper:
https://arxiv.org/albs/2006.0384 1

Thank you for your attention!



https://arxiv.org/abs/2006.03841

