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Motivation
The limits of the state of the art

- Flush+Reload and Flush+Flush are great attacks on x86

- But they are a decade old.

- We don't know what happens on quite a few machines : Let’s fix this !
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Modern x86 systems

NUMA — Non-Uniform Memory Access
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Intel old CPU structure, details differ on recent servers and AMD

All those cache have to be kept coherent !

Per-socket directories, and cross-socket coherence protocols



Background: c1flush

This instruction should never have been unprivileged

Description

Invalidates from every level of the cache hierarchy in the cache coherence domain
the cache line that contains the linear address specn‘led with the memory operand

The Flush+Reload attack From the Intel Manual

- Flush+Reload reaches all sockets (coherence domain)

- Requires shared memory? Read-only shared memory is realistic:
(shared library .TEXT / .RODATA, hypervisor memory deduplication, transient execution attacks)

Bonus: Flush+Flush

- clflush’s execution time depends on the cache coherence state
(at least on Intel CPUs)

- We can remove the load and time the flush instead.



Bac

kground: Calibration
Finding the best threshold(s)

1. Measure execution times for all topology configs (attacker, victim, target)

2. Build histograms & Find Threshold(s)
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Guillaume Didier, Clémentine Maurice: Calibration Done Right: Noiseless Flush+Flush Attacks. DIMVA 2021
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[opology-awareness

How to get better histograms
opology-unaware 2
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Fig. 2: Flush+Reload Histograms on a 2xHaswell EP system (2015). Hits are in blue, filled; misses are in thick outline red.

Know the configuration, use the right threshold.

Choose the configuration, get the best threshold. 0.01% best error rate



Experiments
Aaptm Calibration Done Rzgh (.
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Challenges

[terate on all possible locations for

Attacker, Victim and Target
(Memory and L3 Slice)

- Quadratic execution time (worst case: over a day)

- Massive data set
(worst case: 80 GiB in RAM, 1.5 GiB compressed on disk) ’
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Flush+Flush histograms on a 2xSapphire Rapids system (2023). Hits are in blue, filled; misses are in thick outline red.
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Intel — Single-socket (topology-unaware)

Arrow Lake
(2024, client)

Error Rates (%)

Flush+Reload

Flush+Flush

2.45

0.02

Emerald Rapids
(2024, server)

Error: 33.85
(With two thresholds)

0.04



Pre

Iminary results

Intel — Multi-socket: 2xSappnire Rapids (2023)

Topology- Topology- NUMA-
unaware unaware aware
Single- Dual-  (Single-
threshold threshold threshol

Min 6.82 19.34 1.56

Flush+Reload Average| 37.67 34.50 19.34

Max 63.85 46.79 44.40
Min |~ 262 150 [<001

Flush+Flush Average 27.41 8.12 4.75
Max 51.23 14.85 14.36

Error rates (%)

See our appendix for numbers on 20 other Intel machines of different generations
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Pre

Iminary results

AMD — Single socket (topology-unaware)

Zent+ Zen2 Zen3 Zend Zenb

Error rates (%) (2018) (2019) (2020) (2022) (2024)

Flush+Reload 28.82 2656 0.01 <0.01 3.05
Flush+Flush 927 20.78 10.92 10.11 16.24
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On AMD, rdtsc, seems to have a lower precision (time stamp counter)
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AM

Preliminary results
D — Multi-socket: 2x Zen4 (2022)

Topology- Topology- NuMA-

Error rates (Cy) unaware unaware aware
(o

Single- Dual- (Single-
threshold threshold threshold)
Min 453 453 4.13

Flush+Reload Average! 22.99 16.74 14.73
Max 55.14 42.64 22.26

Min 0.35 0.35 0.33
Flush+Flush Average  13.17 13.17 0.83
Max 49.99 49.99 1.62

See our appendix for numbers 3 other AMD machines of different generations
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Conclusions

We can already say a few things

FIush+Re|oadg Works poorly

Hit-or-miss § works works
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Planned work

Why 1Is this a work-in-progress 7

- Analyse beyond socket/NUMA node:
core, target line address

- Severdl! attacker models

- How Fastis it ? (Covert channel benchmark)



Thank you for your attention

Q U eS t] OI1S : ? I can show you the plots
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\ Works Numa-aware Numa-aware §
Flush+Reload! Works Works poorly Hit i ) ) i
it-Or- mlss works works

Flush+Flush § orks

Hit-or-miss &

- Flush+Flush works on AMD, not as good as Flush+Reload
- Flush+Flush better than Flush+Reload on recent Intel, and all multi-socket systems
- NUMA-awdareness improves attack a lot.

- Stay tuned for the fine-grained topology-awareness
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